
 
 
To:                           Campus Community and Student Body 
From:                      Technology Services 
Today’s Date:        August 21, 2017 
Subject:              Online Safety and Security Recap 
  
Greetings Campus Community, 
  
Over the past year, Technology Services launched a Security Awareness Campaign designed to keep you 
informed about online safety and security practices.  
  
We plan to continue our efforts this academic year starting with a recap of our previous messages. Look for 
our monthly information security updates in the online newsletter for faculty and staff.  
  
Follow these six National Cyber Security Alliance recommendations to better protect yourself online and 
make the Internet more secure for everyone: 
 

● Strengthen each online account or device.  Usernames and passwords are not enough to protect 

key accounts such as email, banking, and social media. Enable stronger security for your accounts. 

This might include two-step verification or unique one-time codes sent to your mobile device. 

● Keep a clean machine. Make sure all software on Internet-connected devices — including PCs, 

laptops, smartphones, and tablets — are updated regularly to reduce the risk of malware infection. 

● Personal information is like money. Value it. Protect it. Information about you, such as purchase 

history or location, has value — just like money. Be thoughtful about who receives that information 

and how it’s collected by apps or websites. 

● When in doubt, throw it out. Cybercriminals often use links to try to steal your personal 

information. Even if you know the source, if something looks suspicious, delete it. 

● Share with care. Think before posting about yourself and others online. Consider what a post 

reveals, who might see it, and how it could be perceived now and in the future. 

● Own your online presence. Set the privacy and security settings on websites to your comfort level 

for information sharing. It’s okay to limit how and with whom you share information. 

We urge you to remain vigilant in protecting your online presence. 
 
Sincerely, 
Orlando Leon, Chief Information Officer  
 

 


